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92. As schools and colleges increasingly work online, it is essential that children are
safeguarded from potentially harmful and inappropriate online material. As such,
governing bodies and proprietors should ensure appropriate filters and appropriate
monitoring systems are in place. Additional information to support governing bodies and
proprietors keep their children safe online (including when they are online at home) is
provided in Annex C.
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Online safety Policy

Background and Rationale

First and foremost online safety, as with all safeguarding matters, is about keeping children safe and our fundamental responsibility to ensure that this happens.  The Priory School community, including all its stakeholders, recognises the importance of taking online safety and the need to keep this ever-developing area of technology under review.   In a nutshell, when it comes to      online safety, E is for Everyone. Today’s pupils are growing up in an increasingly complex world, living their lives seamlessly on and offline. This presents many positive and exciting opportunities, but also challenges and risks. We want to equip our pupils with the knowledge needed to make the best use of the internet and technology in a safe, considered and respectful way, so they are able to reap the benefits of the online world.
Creating a safe ICT learning environment
Protecting young people (and adults) properly means thinking beyond the traditional school environment. Where once the desktop computer was the only way to access the internet, now mobile phones, tablets, games consoles and many other wireless enabled devices offer broadband connections.  Our pupils may be working online in school, at home or indeed where ever they are with an internet enabled device. They may have personal devices not covered by network protection and therefore the emphasis must be on getting everyone to understand the risks and act accordingly. This has four important elements:
· an infrastructure of whole-site awareness, responsibilities, policies and procedures
· an effective range of technological tools
· a comprehensive online safety education programme for everyone in our community including pupils, staff and parents
· a review process which continually monitors the effectiveness of the above.
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Within Annex C, categorise the issues relating to onling safety into three areas of risk:

[image: image2.png]content: being exposed to illegal, inappropriate or harmful material; for example
pornography, fake news, racist or radical and extremist views;

contact: being subjected to harmful online interaction with other users; for
example commercial advertising as well as adults posing as children or young
adults; and

conduct: personal online behaviour that increases the likelihood of, or causes,
harm; for example making, sending and receiving explicit images, or online
bullying.




It must be clearly understood that online safety is a child safety (not an ICT) issue, and indeed it should not be managed primarily by the ICT team. It should be an extension of general safeguarding and led by the same people, so that, for instance, cyber bullying is considered alongside real-world bullying
In treating online safety as an ever-present potential danger, aspects of online safety are implicit in all aspects of our ICT and safeguarding policies and procedures throughout the school.
This policy links all the ICT, safeguarding and other policies and procedures that explain how the school deals with online safety issues. 
The policy reflects of the importance of the procedures and practices that need to go on across the school every day.
Development, Monitoring and Review
The documents referred to in this online safety policy have been developed through consultation with and between:
· The Headteacher
· Strategic Leadership Team 
· Designated Child Protection staff
· ICT Subject Leader
· ICT Technician
· School Business Manager
· Teachers 
· Support Staff 
· Governors
· Parents and Carers
· Pupils
· [image: image4.emf]LSCBICT Advisor 
The online safety Policy will be reviewed annually, or more regularly in the light of any significant new developments in the use of the technologies, new threats to online safety or incidents that have taken place. 

The next anticipated review date of this online safety Policy will be in the Autumn Term 2021 in readiness for the meeting of the Governors curriculum committee.

N.B.  Other associated policies that form appendices to this document will be updated as and when the substantive policies are reviewed.
Should serious online safety incidents occur, the following people and agencies should be informed: 

· Designated CP Person 

· LA ICT Advisor

· LA Safeguarding Officer 

A serious incident is one where a child has suffered or is likely to suffer significant harm including incidents when they are being exploited on-line.  See the flow diagram in Appendix 9 for the process we shall adopt if a serious incident occurs.
The school will monitor the impact of the policy using:  
· Logs of reported incidents
· SWGfL monitoring logs of Internet activity (including sites visited)
· Surveys / questionnaires of pupil, parents, carers and staff

Scope of the Policy
This policy applies to all members of the school community (including staff, pupils, students, work experience, volunteers, parents and carers, visitors, community users) who have access to and are users of school ICT systems, both in and out of school.
The Education and Inspections Act 2006 empowers Headteachers, to such extent as is reasonable, to regulate the behaviour of pupils when they are off the school site and empowers members of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of cyber-bullying or other online safety incidents covered by this policy, which may take place out of school, but is linked to membership of the school.  
The school will deal with such incidents within this policy and associated behaviour and anti-bullying policies and will, where known, inform parents or carers of incidents of inappropriate online safety behaviour that take place out of school.
Roles and Responsibilities
The following section outlines the roles and responsibilities for online safety of individuals and groups within the school: 
Governors:

· Governors are responsible for the approval of the online safety Policy documents and for reviewing the effectiveness of the policy.  As users of our ICT systems they are also subject to those policies and procedures.
Digital Leader Team:
Members of the Digital Leader Team will develop the online safety curriculum and all protocols and policies. 
Headteacher and Strategic Leadership Team:

· The Headteacher is responsible for ensuring the safety (including online safety) of members of the school community.
· The Headteacher, members of the Strategic Leadership Team and other Team Leaders must be aware of the procedures to be followed in the event of a serious online safety allegation being made against a member of staff.  This is defined as ‘Serious Allegation Made Against a Member of Staff; Online safety’ 
ICT Subject Leader:

· Lead the digital leader pupil group.

· Liaise effectively with the Headteacher, deputy headteacher, the ICT Technician, the School Business Manager.  
· takes day to day responsibility for online safety issues and has a leading role in establishing and reviewing the school online safety policies and documents.
· Manages all permissions documentation and the Upper School pupil’s Acceptable use Policy (AUP)
· ensures that all staff are aware of the procedures that need to be followed in the event of an online safety incident taking place as detailed in the online safety Child Protection Protocol
· provides training and advice for staff 
· liaises with the Local Authority
· liaises with school ICT technical staff
· reports regularly to Strategic Leadership Team Link (Headteacher)
ICT Technician:

The ICT Technician is responsible for ensuring: 
· that the school’s ICT infrastructure is secure and is not open to misuse or malicious attack
· that the school meets the online safety technical requirements outlined in the SWGfL Security Policy and Acceptable Usage Policy and any relevant Local Authority online safety policy and guidance
· users may only access the school’s networks through a properly enforced password protection policy, in which passwords are regularly changed
· that no filters are removed without the authorisation of the online safety Team who will ensure that all implications are considered including contact with SWGfL to ascertain the reason for filtering
· SWGfL is informed of issues relating to the filtering applied by the Grid
Designated Persons for Child Protection 

The Designated Persons should be trained in online safety issues and be aware of the potential for serious child protection issues to arise from:
· sharing of personal data and their vulnerability to “web crawlers”
· access to illegal and inappropriate materials and websites e.g. that promote diet plans that are age inappropriate and could lead to eating disorders
· inappropriate on-line contact with adults including strangers
· potential or actual incidents of grooming
· sexting, where personal photographs of a sexual nature are attached to text messages
· cyber-bullying
Teaching and Support Staff

Teaching and support colleagues are responsible for ensuring that:
· they follow the requirements of their AUP

· they have an up to date awareness of online safety matters and of the current school online safety policy and practices
· they have read, understood and signed the school Staff Acceptable Use Policy (AUP)
· they password protect their laptop and classroom computer 
· they report any suspected misuse or problem to the ICT Subject Leader who will liaise with the Headteacher for investigation, action or sanction 
· digital communications with pupils via email, the Virtual Learning Environment (VLE) and any voice mail should only be on a professional level and only carried out using official school systems.  When a member of staff leaves the school such communications should cease. 
· pupils understand and follow the school online safety and acceptable use policy when in their care
· older pupils are  introduced to the need to avoid plagiarism and uphold copyright regulations
· they monitor ICT activity in lessons, extra curricular and extended school activities 
· they are aware of online safety issues related to the use of mobile phones, cameras and hand held devices and that they monitor their use and implement current school policies with regard to these devices
· in lessons, where Internet use is pre-planned Lower School pupils should be guided to sites checked as suitable for their use.  To facilitate a more independent approach to the gathering of information, from Y2 upwards this process is not used but there is a focused procedure in place for guiding pupils in dealing with any unsuitable material that is found in Internet searches
· pupils are taught how to use age-appropriate search engines to help avoid accessing inappropriate material.
· the webpage details (URL) of any inappropriate sites accessed are reported to the technical team at SWGFL for blocking.
Pupils:
· are responsible for using the school ICT systems in accordance with the Pupil Acceptable Use Policy, which they will be expected to sign before being given access to school systems
· should have an age appropriate understanding of research skills and the need to avoid plagiarism and uphold copyright regulations.  This is part of our curriculum input and their skills will be supported through active teaching.

· need to understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so.  They will be reminded before every occasion they use ICT tools and equipment independently. 
· will be expected to know and understand school policies on the use of mobile phones, digital cameras and hand held devices. They should also know and understand school policies on the use of images and on cyber-bullying. This is part of the curriculum and understanding of this requirement will be assessed, supported and followed up if a deliberate breach occurs. 
· should understand the importance of adopting good online safety practice when using digital technologies out of school and realise that the school’s online safety Policy covers their actions out of school, if related to their membership of the school.  Pupils and parents will receive guidance on the importance of safe practice and we shall use all our monitoring technologies where possible. 
Parents and Carers 
Parents and carers play a crucial role in ensuring that their children understand the need to use the Internet and mobile devices in an appropriate way. Research shows that many parents and carers do not fully understand the issues and are less experienced in the use of ICT than their children. The school will therefore take every opportunity to help parents understand these issues through parents’ evenings, newsletters, letters, website and VLE and information about both national and local online safety campaigns and literature.  Parents and carers will be responsible for endorsing (by signature) the Pupil Acceptable Use Policy.

Policy Statements
Education – pupils 
Whilst regulation and technical solutions are very important, their use must be balanced by educating pupils to take a responsible approach.  The education of pupils in online safety is therefore an essential part of the school’s online safety provision. Children and young people need the help and support of the school to recognise and avoid online safety risks and build their resilience. A key emphasis for us is to empower pupils to protect themselves as digital citizens.
Online safety education will be provided in the following ways: 
· A planned online safety programme will be provided as part of ICT curriculum identified as Core ICT Skills on our annual planning cycle and will therefore be taught annually to all pupils across the school year – this will cover both the use of ICT and new technologies in school and outside school
· Key online safety messages should be reinforced as part of assemblies and pastoral activities
· Pupils will be reminded on a regular basis in lessons to be critically aware of the materials and content they access on-line and be guided through discussion to recognise that not all information found online is accurate
· Pupils should be helped to understand the need for the Pupil Acceptable Use Policy and encouraged to adopt safe and responsible use of ICT, the Internet and mobile devices both within and outside school.  
· Pupils should be taught to acknowledge the source of information used and to respect copyright when using material accessed on the Internet

Education – parents and carers 
The school seeks to provide information and awareness to parents and carers through: 
· Letters, newsletters, website
· Parents evenings 
· Reference to the SWGfL Safe website (noting the SWGfL “Golden Rules” for parents)
Education and Training – Staff
All staff receive online safety training and understand their responsibilities, as outlined in this policy. Training will be offered as follows: 
· A planned programme of formal online safety training will be made available to staff. An audit of the online safety training needs of all staff will be carried out regularly.
· All new staff will receive online safety training as part of their induction programme, ensuring that they fully understand the school online safety policy and Acceptable Use Policies
· The ICT Subject Leader who has the role as online safety Managers will receive regular updates through attendance at appropriate training sessions and by reviewing guidance documents released by SWGfL, the LA, LSCB and others.
· The ICT Subject Leader will provide advice, guidance and training to individuals as required.
Education offsite CoVid119 Pandemic

Due to the current CoVid19 Pandemic, it must be recognised that there may be incidents where individual children, groups of children or the whole school may be required to work from home and will need to access online learning through a non-filtered and monitored device. Therefore, during these times, the teaching of online safety is even more fundamental and must be at the forefront of the 2020/2021 curriculum. 
Where a child or group of children are working from home, they may be asked to access learning via online video meetings through services such as Zoom or GoogleMeet. Staff and children must adhere to the protocols set in place by the school for these meetings and where these protocols are broken this must be reported to the DSL. 
Staff protocols for online video meeting-

· Date and time of chat only shared in secure email

· Link to chat only shared in secure email 

· Staff to set up Zoom / GoogleMeet accounts using their professional email address

· Only conversations instigated by staff member to be undertaken.

· Participant to wait in waiting room until admitted by teacher. 

· Staff must Learn what features there are and what you must do and what are optional e.g use tutorials. Teachers can learn how to lock a meeting, prevent other users from sharing their screen, place pupils on hold, disable and mute microphones and videos. 

· School laptops/iPads are the only equipment which can be used to stream Zoom sessions with class/pupils

· Staff to ensure calls are made whilst in school and that meetings are held in a communal area.

· Staff to ensure that background area is free from personal items like family photographs, links to address. 

· Staff must ensure they only enable known users into conversations. 

· Ensure professional dress and conversation at all times. 
· Permission for meeting to be gained by parents by sending invite to parent’s email.

Child/Parent protocols for online video meeting-
· Parents to be aware of guidance.  

· Adult must be present in the room
· Child must be in a room where the background will not cause offence or be appropriate to anyone else in the chat
· Children to be reminded to act respectively and only use chat for appropriate messages.

Training – Governors
Governors will receive regular information updates on online safety training and monitoring.  In addition they will receive training as part of their annual CPD provision.
Technical – Infrastructure, Equipment, Filtering and Monitoring
The school, through the ICT Technician will be responsible for ensuring that the school infrastructure and network is as safe and secure as is reasonably possible and that policies and procedures approved within this policy are implemented.  It will also need to ensure that the relevant people named in the above sections will be effective in carrying out their online safety responsibilities:  
· School ICT systems will be managed in ways that ensure that the school meets the online safety technical requirements outlined in the SWGfL Security Policy and Acceptable Usage Policy and any relevant Local Authority Online safety Policy and guidance
· There will be regular; at least annual, reviews and audits of the safety and security of school ICT systems and in addition this will be triggered should an incident occur when online safety is compromised 
· Servers, wireless systems and cabling must be securely located and physical access restricted.
· All users will have clearly defined access rights to school ICT systems. Details of the access rights available to groups of users will be recorded and managed by the ICT Technician and will be reviewed, at least annually, by the online safety Committee. 

· All users will be provided with a username and password by the ICT Technician.
· The Administrator passwords for the school ICT system, used by the ICT Technician and ICT Subject Leader must also be available to the Headteacher and kept in a secure place.
· Users will be made responsible for the security of their username and password must not allow other users to access the systems using their log on details and must immediately report any suspicion or evidence that there has been a breach of security to the ICT Technician.
· The school maintains and supports the managed filtering service provided by SWGfL 
· Any filtering issues should be reported immediately to SWGfL. 
· The ICT Technician will regularly monitor and record the activity of users on the school ICT systems and users are made aware of this in the Acceptable Use Policy.
· Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems, work stations, hand held devices etc from accidental or malicious attempts which might threaten the security of the school systems and data. 
· An agreed policy is in place in the AUP regarding the downloading of executable files.  This can only be done by members of the ICT Team. 
· An agreed policy is in place in the Staff Laptop Policy regarding the extent of personal use that users and their family members are allowed on laptops and other portable devices that may be used out of school.  We believe that confidence comes from regular use and encouraging personal activity is a good way to ensure that.  Essentially it is acceptable to use laptops for personal use provided that only appropriate information and websites are accessed and no illegal activity is undertaken whilst using them.  It is also essential that laptops are password protected in case of theft
· The school infrastructure, individual workstations, USB portable devices and all laptops are protected by up to data virus software.  We ask that all staff ensure that personal computers, not owned by the school, are also protected by up to date virus software to protect any virus contamination.  We are able to offer very low cost protection and staff should consult with our ICT Technician
· Personal data cannot be sent over the Internet or taken off the school site unless safely encrypted or otherwise secured. (See School Personal Data Agreement in the appendix for further detail).  This includes any data related to staff or pupils. Access to School Pupil Tracker is passworded and these are renewed on an annual basis.  
· Data pens are not permitted to be used to transfer files between computers unless they have been scanned immediately beforehand to prevent spreading viruses.  Alternatively colleagues may wish to email files or load them onto the Shared Area.  Such is the potential to cause critical damage to our systems that failure to comply with this requirement may lead to formal action being taken. Note: All school issued data pens have encryptions and anti-virus protection.

Curriculum
Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety messages in the use of ICT across the curriculum. 
· In lessons where Internet use is pre-planned using specific online resources, it is best practice that those sites should be checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in Internet searches. 
· Where pupils are allowed to freely search the Internet, e.g. using search engines, staff should be vigilant in monitoring the content of the websites pupils visit.  In this context it is essential that pupils are clear as to what to do if they access something inappropriate; close the lid of the laptop, or press the lock button and go quietly to an adult and tell them.  The adult will then take a note of the website address and the route taken to get there.  This is often through search engines.  Once this is done, note the number of the device, close the Internet session and restart it instructing the pupil that they must not seek to access the site again.
· Any infringement of the Pupil AUP will result in that pupil being spoken to by an ICT Subject Leader and/or the Headteacher and if there is any further infringement this will result in them being denied access to the Internet and the matter will be recorded and reported to the Headteacher for appropriate action.
· It is accepted that from time to time, for good educational reasons, sites filtered by SWGfL result in Internet searches being blocked.  This is particularly frustrating when good learning resources are made unavailable.  In such a situation, staff can request that the technical team at SWFfL permanently or temporarily remove those sites from the filtered list.  Any request to do so, should be auditable, with clear reasons for the need and only after sanctioning by the online safety Team and thorough investigation can any site be unfiltered
· Pupils should be taught in all lessons to be critically aware of the materials and content they access on-line and be guided to consider the accuracy of information

· Pupils should be taught to acknowledge the source of information used and to respect copyright when using material accessed on the Internet.
September 2020 update to curriculum 

From September 2020, Relationships Education will be compulsory for all primary aged pupils. Through this new subject, pupils will be taught about online safety and harms. This will include being taught what positive, healthy and respectful online relationships look like, the effects of their online actions on others and knowing how to recognise and display respectful behaviour online. Throughout this subject, teachers will address online safety and appropriate behaviour in an age appropriate way that is relevant to their pupils’ lives. This will complement the computing curriculum, which covers the principles of online safety at both key stages, with progression in the content to reflect the different and escalating risks that pupils face. This includes how to use technology safely, responsibly, respectfully and securely, and where to go for help and support when they have concerns about content or contact on the internet or other online technologies. 

There are also other curriculum subjects which include content relevant to teaching pupils how to use the internet safely. For example citizenship education covers media literacy - distinguishing fact from opinion as well as exploring freedom of speech and the role and responsibility of the media in informing and shaping public opinion. It also supports teaching about the concept of democracy, freedom, rights, and responsibilities.

Priory aims to embed online safety throughout all curriculum subjects, so it is integrated into what the children learn and becomes ‘a way of life’ rather than a separate subject.
The following policies can be found in the Staff Shared Area:
For Staff: 

All school policies 
For Governors:
Governors Area – All school Policies
· Pupil Acceptable Usage Policy

· School Filtering Procedure
· School Password Procedure
· Software Compliance and Administration Network Security Policy
· Staff Laptop and Data Usage Policy
· Child Protection Policy (including the Internet Safety Protocol)
· Anti-Bullying Policy
· Special Event Release Form: Photographs and Filming
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